How To Remotely Connect to the
School of Computer, Data & Mathematical Sciences (CDMS)
Student Linux Server

In order to remotely connect to the CDMS student Linux server, you will need to connect to the
SSTaRS Horizon Remote Access System. For instructions on how to do this, please see
https://wsu.service-now.com/kb_view.do?sysparm_article=KB0019290

Once you have connected to the SSTaRS Horizon system, you can use the virtual application
PuTTY to connect to the CDMS student Linux server. You can also access this app from any of
the virtual desktops in the Horizon system.

&

PuTTY

When prompted for the Host Name, please enter student.cdms.westernsydney.edu.au

#R PuTTY Configuration X
Category:
= Sgssion Basic options for your PuTTY session
T Fog]glng Specify the destination you want to connect to
= min,
T Ke:boa o Host Name (or IP address) Port
. Bell |studerrl.cdms.westemsydney,edu.au | l22
Features Connection type:
& Window @®SSH  (OSerial (O Other: |Telnet v
- Appearance
Behaviour Load, save or delete a stored session
Transistion Saved Sessions
- Selection
Colours
[=- Connection Default Settings Load
-Data
Proxy Save
SSH
e Delete
- Serial
Telnet
Rlogin
SUPDUP Close window on exit:
OAways (ONever (@ Only on clean exit

Click on Open. If you get a PUTTY Security Alert, just click on Connect Once

PuTTY Security Alert X

(e’, The host key is not cached for this server:
- student.cdms .westemsydney.edu.au (port 22)
You have no guarantee that the server is the computer you think it is.
The server's ssh-ed25519 key fingerprint is:
ssh-ed25519 255 SHA256:0+PLoLrc+3GHt32IBV7ncnNZ7z+P3tN18bjidzn TLrc

If you trust this host, press "Accept” to add the key to PuTTY’s cache and cany on
connecting.

If you want to camy on connecting just once, without adding the key to the cache, press
"Connect Once".

If vou do not trust this host. press “"Cancel" to abandon the connection.

More info... Accept Connect Once
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Please use your student ID number as your login name, and your WSU password as your password.
Please note that when entering your password, no asterisks or stars will be displayed as you are
typing. This is normal behaviour for most Linux terminals (except in the movies!). Press enter once
you have entered your password.

@ han-wsu.cdms.westernsydney.edu.au - PuTTY - m} X

You should now be connected to the CDMS student Linux server

@ han-wsu.cdms.westernsydney.edu.au - PuTTY - O X
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To transfer files between your local computer and the CDMS student Linux server, please use the
virtual app WinSCP. You can also access this app from any of the virtual desktops in the Horizon
system.

()]

WinSCP

When prompted for the Host Name, please enter student.cdms.westernsydney.edu.au
B winsc ]

Local Mark Files Commands Session Options Remote Help

{:n} [gﬂ Queue ~ Transfer Settings Default i FJ;‘I e
Iﬁ' New Session
= ClocalDisk ~ (= -]~ BEEO& % S
By Login - X
C:\Temp\
S & i St
Name Size e ession Rights Owner
File protocol:
et e
NotePad++ ShlE o
Calvsphereteaching-CA8... 2KB Host name: Port number:
‘student.cdms.westernsydney.edu.au ‘ | 22 % |
User name: Password:
[ I |
Save v Advanced... |v
Tools hd Manage hd Login " Close Help

Show Login dialog on startup and when the last session is dosed

0B of 1.50KB in 0 of 2

Not connected.

When asked if you want to connect to an unknown server, click on No.

Warning ? X

/). Continue connecting to an unknown server and add its
"= host key to a cache?

The server's host key was not found in the cache. You have no guarantee that
the server is the computer you think it is.

The server's Ed25519 key details are:
Algorithm: ssh-ed25319 235
SHA-236:  0+PLoLrc+3GHt32IBV7nenNZ7z+ P3tN18bjidznTLrc
MD5: Qe:afi:5h:1d:45:3d:20:f1:f2:5:82:14:88:0d:d T:ea

If you trust this host, press Yes. To connect without adding host key to the
cache, press No. To abandon the connection press Cancel.

Copy key fingerprints to dipboard

Cancel Help
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If you didn’t enter your username at the previous login screen, enter your username name (i.e.
our student ID number) now.

Username - student.cdms.westernsydney.edu.au *

= Searching for host...

(Y

EJ;_\ Connecting to host...
Authenticating...

Username:
30001234

Cancel Help

If you didn’t enter your password at the previous login screen, enter your password (i.e. your
WSU password) now.

Password - student.cdms.westernsydney.edu.au X

K Searching for host...
I'BEI .
&L‘ Connecting to host...
Authenticating...

Password:

Cancel Help
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You will now be connected:

&1 Temp - student.cdms.westernsydney.edu.au - WinSCP - m] X
Local Mark Files Commands Session Options Remote Help
[ % _@- Synchronize | Bl @ = 1_?:? g}l Queue - - Transfer Settings Default i c <
[ student.cdms.westernsydney.edu.au X |;‘_, MNew Session
= C: Local Disk = - . - 90001234 ~ (= + [F] - ) 2 [D, FindFiles | T
|| My documents £ New =
K i Destion home/90001234,
== C: Local Disk oy ]A /
«= D: CD Drive Name Size Changed Rights Owner
== H: 90001234 (\\ad.uws.edu.au\dfshare\StudentHomes2014) 3 312116 PM . 12/03/2024 1:47:53 PM WHT-XT-X root
W: 90001234 (\\ad.uws.edu.au\dfshare\StudentHomes\HomeDirs 9:46:56 AM public_html 27/11/2023 3:02:42 PM FWHT-Xr-X 90955121
== 2:90001234 (\\TSCLIENT) 9:24:35 AM WesternHome 11/03/2024 6:15:14 PM W--en 90955121
0B of 1.50KB in0 of 2 0Bof0Bin0of2 7 hidden
& SFTP-3 0:01:43

The left hand panel shows the files on your local computer. The right hand panel shows the files
on the CDMS student Linux server. If you are using the virtual app, please remember that the C:
drive is the C: drive on the virtual server that is running the WinSCP virtual app. Likewise, if you
are running WinSCP from a SSTaRS Horizon desktop, the C: drive will be the C: drive on that
desktop. To get to your files, you will probably need to change the directory in the left hand
panel to either your WSU home directory (W: drive) or the hard drive in your computer (Z: drive).

To transfer your files, simply drag and drop them between the two panels.

To exit, simply close the WinSCP window. When prompted, it is recommended that you click on
Yes to terminate the session without saving a workspace.

Confirm ? X

Terminate session ‘student.cdms.westernsydney.edu.au’ and
close application without saving a workspace?

Press 'No' to enable automatic saving of the workspace.

[[] Never ask me again Yes No Cancel Help

That’s it!
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